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Exposed Privacy, Security and the Smart City
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ornart cifies. by definiticon, are urban
ecosysterns that ufilize digital networks and
corrnunication tedinelogies to enhance the
quality and performance ofurban services and
engage mole effectively and actively with its
citizens, Kent College of Law had a conference
organized to understand the influence of pri-
vacy and security in a smart city, With Mayor
Eahm Ermanuel’s launch of Chicago’s first ever
technology plan. it isimperative for us, as oti-
Zens, to understand the aspects that really go
into making the dty “anart’ today and how will
we capitalize on the ubiquitous collecion of
data in the future while stll maintaining suf-
ficient aspects of privacy,

Are smnart cities a necessity? What
does it really mean to be under surveillance
all the time? What is the cost associated with
this surveillance? How secure is our dataf Is
there any scope for subjedivity in a smart city?
These were a few questions that were analyzed
during the conference, Though the concept of
a stnart city may only existin our imagination
today, such a hyperlinked network is soon to
becorne areality, Kent College of Law therefore
decided toorganize a conference and invitein-
dustry experts to angwer these questions.

Adarmn Greenfield. who isarenowned
Wi iter, spoke about "networked whanian” and
influence of corputer interactions in our ev-
ervday achvities. He explained how network
information technelogies today utilize data
for a wide array of actvities from marketing
initiatives to account for housing and mobil-
ity, The most interesting point he raised what
that these technelogies are not able to account
for about cne-third of the populaion, which
largely consists of people who do not have ac-
cess to the “sqnart infrastructure:™ in essence,
people who do not have a smartphone or com-
puter and are thus not producing the data in
ordered to be accounted for. Further, he ex-
plained how with increase in focus on data
colledion and data analvics energy ublization
costs would increase drastically and therefore,
thereisaneed to undergand the long-term fi-
nancial wiability and sustainability of such an
initiative, He cited an example of how by mow-
ing to amore "networked” environment worn-
en fTom a slumn in India were able to map their

locality without v sophisticated GPS device,
Thismapping was aimed to ensure that the city
officials understood the region well and took
necessary initiabives for improving the stan-
dard of iving of people in the region.

Woodrow Hartzop, distinguished
law professar at Stanford University, spoke
about privacy in the hyperlinked network of
the smart cities. Hatzog highlighted three
kev aspects related to privacy: obsourity, ano-
nyvrnity and tTust, He was able to dewelop an
interesting relationship hetween what is really
private in the Internet ecosystemn, We believe
sornething is private becaise we assume that
not many people will understand it. He em-
phasized the importance of how we dhould
start thinking of our activities in public since,
all the data we mroduce is captured, stored and
analyzed. The mod intereding point he raised
wasthe question “are our faces private?™ With
the increase of survelllan ce using CCTY cam-
eras in gnart cifies, can we safely assume that
our faces are private? He later explained how
intoday’s data systern, “harmn isa very difficult
aspect to ariatlate, Governrents should thus
focus their efforts on gaining trust of cifizens
and providing themn with an opt-out media-
nismn wherever possible, Trust, as he stated. is
dependent on discretion, honesty, protection
andalso ensuresthat those that collect the data
from the subjects should be loval to ther sub-
jects and act in their best interest,

Kimerly Bailey, who iz a law profes-
sor at Kent College of Law, focused her disais-
sion on the irmpertance of privacy andhow de-
privaion of privacy leads to devastating effects
on sodal control. She desaibed how constant
monitering of people of color by the state leads
to a chilling effect. Thizhas an impact on their
freedomn of association and self-expression.
che dted instances of where stop-and-frisks
have an impact on the social capital of an indi-
vidual, Since these stops question the ndivid-
ual regarding his activities, they expressalack
of trust and suspidon in the person, On sotne
occasions, the police officials not only ask for
personal information, but rmay also go through
their belongings, This is usually carried outin
public, thus, there is a feeling of shame associ-
ated with it. [tinflicts a person’s fTeedom of as-
sodation since nobody would want to associ-
ate with a person who is subjected to fTequent

stop-and-frisks. In many regions, vicims of
these frisks have changed the way they dress
in order to look less vulnerable, she advocated
that before we prornote more surveillance to
improve seoaurity, we rust be mindful of the
chilling effects associated with this surveil-
lance,

Kevin Willer, who is the co-founder
of the Google Chicago office and is currently
a partner at Chicago Wentures, explored the
idea of urhan planning and the smart city. He
advocated the idea of how increase in surveil-
lance threatens to upset the balance of power
between city governrnents and city residents.
"Cleaver cities may not necessarily be better
cnes, he says, since they are not only wilner-
able to digital hacks, but are also subject to
hadks on the privacy of a citizen, The svsterns
should thus be developed without becoming
systerns of mass surveillance and promeote pri-
vacy both by law and the underlving technol-
ogy infrasmucture, He promoted solufionslike
data facterization, de-identification and trans-
AT ETLCY.

Fichard Warner, who is a professer
of law at Kent College, advocated that there
should be a clear tradeoff between privacy
and security, That is, if citizens we are giving
up our data and are continuously monitored
by the state, we are deing this hearing in mind
that by doing so we @e increasing our secu-
rity. That is to say that since the governmment
iz able to monitel our acions, we are mole se-
cure now, Howewer, by inaeasing the amount
of data that can be moenitered. the problem we
e Tving to solve becomes that of finding a
needle in a haystadk, He draws a comparison
between the physical ecosvstern and a digital
onie. [N a physical ecosystern, we know where
the doorsare and we can place guardson those
doors in order to proted ourselves, This type
of effortis futile in a digital ecosystern where
we don't kmow where all the doors ae md the
ouardsin place are too easy to fool. He further
prorooted the idea that surveillance sheould Ty
to reduce blame on law by ingeasing cultural
surveillance fird, He spoke about cyber insur-
ance as an increasingly popular field of study
and the sustainability of its cornrmer«ial model,
He conduded by stating that we should indi-
vidually build up our security and foous on
making our cornputer harder to get to than the

other persomn.

David Thaw, who is an assistant pro-
femar oflaw and infarmation sciences at Uni-
versity of Pittshurg, stated that security and
privacy arent the core competency of a stnart
city, Howewer, we can thrive to achiewve these
woals, He advocated that sovermrments should
focus their cybersecurity efforts from a stand-
point of prevention and not just protection.
According to his research, quanfitative data
collected show that Chief nformation Cfficers
in organizaions would greatly benefit if they
map their rigk mitigation techniques to match
tisk tolerance and risk analysis capabiliies
This approach can be utilized to design a digi-
tal infrastructure of 4 smart citw,

Ellen Mitchell, who isa professor of
pevchology at linois stitute of Technology,
focused her discussion on hwmnan behaviors
and psydhological effeds of smart cities. She
explained the psychological impact of surveil-
lance and diginguished it from the term mon-
itering. Monitoring invelves an assumption
that sornebody sormewhere is doing sormething
wrong, thisassunpbonisnot valid during sur-
veillan ce. Further, surveillan ce is not equal for
all since ernplovees at the lower level of an or-
ranization will be surveved more than those at
higher lewels who exhibit legitimate positional
power, Though smart cifies focus on roufine
survelllance, we should be mindful of the cost
associated with capturing the data and the psy-
diological irmplication of such surveillance,
ohe prorooted the idea of using lesstechnology
when vou can and promoeting a more fooused
approach to surveillance rather than mass sur-
veillan ce,

The conference overall was able to
bring a plethora of ideasrelated to privacy and
the smmart dty These ideas covered domains
like law, techmology, psychology and sociocul-
tural influences, As individuals we must not
only be aware of how we are being moenitered
bt we roust ask important questions like, why
are we being monitered? What data is being
menitered? How secure is our data? There was
openn discussion of sorne of the kev concepts
with the audience, The event was followed by
a wartn reception where people continued to
discuss the things they learnt from the confer-
enice. The conference had thus succeeded in
leaving an everlasting impresion on ever vooe,
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